
IPv4 and IPv6 Profiles 
12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

Host 
Requirements 

IETF Standard 3 
/RFC 1122/ RFC 1123), 
Requirements for Internet 
Hosts, October 1989.  

   

ACP 123 Edition A, 
Common Messaging 
Strategy and Procedures, 
15 August 1997.  

ACP 123 Edition A, 
Common Messaging 
Strategy and Procedures, 
15 August 1997.  

 

ACP 123 Edition A, 
U.S. Supplement No. 1, 
Common Messaging 
Strategy and Procedures, 
26 June 2001.  

 ACP 123 Edition A, 
U.S. Supplement No. 1, 
Common Messaging 
Strategy and Procedures, 
26 June 2001. 

 

IETF RFC 1870, Simple 
Mail Transfer Protocol 
Services Extension for 
Message Size Declaration, 
November 1995.  

 IETF RFC 1870, Simple 
Mail Transfer Protocol 
Services Extension for 
Message Size Declaration, 
November 1995. 

 

IETF RFC 2821, Simple 
Mail Transfer Protocol, 
April 2001.  

 IETF RFC 2821, Simple 
Mail Transfer Protocol, 
April 2001. 

 

Hosts / 
Operating 
Systems 

Electronic 
Mail 

IETF RFC 2822, Internet 
Message Format, 
April 2001. 

 IETF RFC 2822, Internet 
Message Format, 
April 2001. 
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF RFCs 2045-2049, 
Multipurpose Internet Mail 
Extensions (MIME) 
Parts 1-5, 
November 1996.  

 IETF RFCs 2045-2049, 
Multipurpose Internet Mail 
Extensions (MIME) 
Parts 1-5, 
November 1996.  

 

 IETF RFC 2231, MIME 
Parameter Value and 
Encoded Word Extensions: 
Character Sets, Languages, 
and Continuations, 
November 1997.  

 IETF RFC 2231, MIME 
Parameter Value and 
Encoded Word Extensions: 
Character Sets, Languages, 
and Continuations, 
November 1997.  

 IETF RFC 2646, The 
Text/Plain Format 
Parameter, August 1999.  

 IETF RFC 2646, The 
Text/Plain Format 
Parameter, August 1999.  

 IETF RFC 3023, XML 
Media Types, 
January 2001.  

 IETF RFC 3023, XML 
Media Types, 
January 2001.  

Directory ITU-T X.500, The 
Directory – Overview of 
Concepts, Models, and 
Services – Data 
Communication Networks 
Directory, 1993.  

ITU-T X.500, The 
Directory – Overview of 
Concepts, Models, and 
Services – Data 
Communication Networks 
Directory, February 2001.  

ITU-T X.500, The 
Directory – Overview of 
Concepts, Models, and 
Services – Data 
Communication Networks 
Directory, 1993.  

ITU-T X.500, The 
Directory – Overview of 
Concepts, Models, and 
Services – Data 
Communication Networks 
Directory, February 2001.  
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IPv6 
Emerging 

IETF RFC 1777, 
Lightweight Directory 
Access Protocol, 
March 1995. 

IETF RFC 2251, 
Lightweight Directory 
Access Protocol Version 3, 
December 1997. 

IETF RFC 1777, 
Lightweight Directory 
Access Protocol, 
March 1995. 

IETF RFC 2251, 
Lightweight Directory 
Access Protocol Version 3, 
December 1997. 

IETF Standard 13/ 
RFC 1034/RFC 1035 
Domain Name System, 
November 1987.  

 IETF Standard 13/ 
RFC 1034/RFC 1035 
Domain Name System, 
November 1987. 

 

  IETF RFC 1886, DNS 
Extensions to Support 
IPv6, December 1995. 

 

IETF RFC 2136, Dynamic 
Updates in the Domain 
Name System, April 1997. 

 IETF RFC 2136, Dynamic 
Updates in the Domain 
Name System, April 1997. 

 

  IETF RFC 3152, 
Delegation of IP6.ARPA, 
August 2001. 

 

 IETF RFC 1995, 
Incremental Zone Transfer 
in DNS, August 1996. 

 IETF RFC 1995, 
Incremental Zone Transfer 
in DNS, August 1996. 

Domain Name 
System 

 IETF RFC 1996, A 
Mechanism for Prompt 
Notification of Zone 
Changes (DNS NOTIFY), 
August 1996.  

 IETF RFC 1996, A 
Mechanism for Prompt 
Notification of Zone 
Changes (DNS NOTIFY), 
August 1996.  
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Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF Standard  
9/RFC 959, File Transfer 
Protocol, October 1985, 
with the following FTP 
commands mandated for 
reception: Store unique 
(STOU), Abort (ABOR), 
and Passive (PASV).  

 IETF Standard 9/RFC 959, 
File Transfer Protocol, 
October 1985, with the 
following FTP commands 
mandated for reception: 
Store unique (STOU), 
Abort (ABOR), and 
Passive (PASV).  

 File Transfer 

  IETF RFC 2428, FTP 
Extensions for IPv6 and 
NATs September 1998 

 

Remote Access IETF Standard  
8/RFC 854/ RFC 855, 
TELNET Protocol, 
May 1983.  

 IETF Standard  
8/RFC 854/ RFC 855, 
TELNET Protocol, 
May 1983.  

 

Network Time 
Protocol 

IETF RFC 1305, Network 
Time Protocol (Version 3) 
Specification, 
Implementation, and 
Analysis, March 1992.  

Network 
Configuration 

IETF RFC 951, Bootstrap 
Protocol, September 1985. 
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF RFC 1542, 
Clarifications and 
Extensions for the 
Bootstrap Protocol, 
October 1993.  

   

IETF RFC 2131, Dynamic 
Host Configuration 
Protocol, March 1997.  

  IETF RFC 3315, Dynamic 
Host Configuration 
Protocol for IPv6 
(DHCPv6), July 2003. 

IETF RFC 2132, DHCP 
Options and BOOTP 
Vendor Extensions, 
March 1997.  

   

Hypertext 
Transfer 
Protocol 

IETF RFC 2616, 
Hypertext Transfer 
Protocol – HTTP/1.1, 
June 1999.  

 IETF RFC 2616, 
Hypertext Transfer 
Protocol – HTTP/1.1, 
June 1999.  

 

IETF RFC 1738, Uniform 
Resource Locators (URL), 
20 December 1994. 

 IETF RFC 1738, Uniform 
Resource Locators (URL), 
20 December 1994. 

 Uniform 
Resource 
Locator 

IETF RFC 2396, Uniform 
Resource Identifiers 
(URI), Generic Syntax, 
August 1998.  

 IETF RFC 2396, Uniform 
Resource Identifiers 
(URI), Generic Syntax, 
August 1998.  

. 

  

  
Page 5 of 19 



IPv4 and IPv6 Profiles 
12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

   IETF RFC 2732, Format 
for Literal IPv6 Addresses 
in URLs, December 1999 

Connectionless 
Data Transfer 

MIL-STD-2045-47001C, 
Connectionless Data 
Transfer Application Layer 
Standard, 22 March 2002.  

   

IETF Standard 7/RFC 793, 
Transmission Control 
Protocol, September 1981. 
In addition, PUSH flag and 
the NAGLE Algorithm, as 
defined in IETF 
Standard 3, Host 
Requirements.  

 IETF Standard 7/RFC 793, 
Transmission Control 
Protocol, September 1981. 
In addition, PUSH flag and 
the NAGLE Algorithm, as 
defined in IETF 
Standard 3, Host 
Requirements. 

 Transmission 
Control 
Protocol 

IETF RFC 2581, TCP 
Congestion Control, 
April 1999.  

 IETF RFC 2581, TCP 
Congestion Control, 
April 1999.  

 

User 
Datagram 
Protocol 

IETF Standard 6/RFC 768, 
User Datagram Protocol, 
28 August 1980. 

 IETF Standard 6/RFC 768, 
User Datagram Protocol, 
28 August 1980. 
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

OSI Transport 
over IP 

IETF 
Standard 35/RFC 1006, 
ISO Transport Service on 
top of the TCP, 
May 1987.  

IETF RFC 2126, ISO 
Transport Service on Top 
of TCP, March 1997. 

 IETF RFC 2126, ISO 
Transport Service on Top 
of TCP, March 1997. 

Internet 
Protocol 

IETF Standard 5/RFC 791 
/RFC 950/RFC 919/ 
RFC 922/RFC 792/RFC 
1112, Internet Protocol, 
September 1981. 

 IETF RFC 2460, Internet 
Protocol, Version 6 (IPv6) 
Specification, 
December 1998. 
IETF RFC 2461, Neighbor 
Discovery for IP 
Version 6, (IPv6), 
December 1998. 
IETF RFC 2462, IPv6 
Stateless Address 
Autoconfiguration, 
December 1998.  
IETF RFC 2463, Internet 
Control Message Protocol 
(ICMPv6) for the Internet 
Protocol Version 6 (IPv6) 
Specification, 
December 1998.  
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF RFC 2236, Internet 
Group Management 
Protocol, Version 2 
(IGMPv2), 
November 1997.  

  IETF RFC 2710, Multicast 
Listener Discovery (MLD) 
for IPv6 October 1999. 

IETF RFC 1770, IPv4 
Option for Sender Directed 
Multi-Destination 
Delivery, 28 March 1995.  

   

   IETF RFC 1981, Path 
MTU Discovery for IPv6, 
August 1996. 

 IETF RFC 3513, Internet 
Protocol Version 6 (IPv6) 
Addressing Architecture, 
April 2003. 

 IETF RFC 3587, IPv6 
Global Unicast Address 
Format, August 2003. 

Compression  IETF RFC 2507, IP 
Header Compression, 
February 1999.  

 IETF RFC 2507, IP 
Header Compression, 
February 1999.  

Mobility  IETF RFC 2794, Mobile 
IP Network Access 
Identification Extension 
for IPv4, March 2000.  
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

 IETF RFC 3344, IP 
Mobility Support for IPv4, 
August 2002.  

  

Tunneling    IETF RFC 2473, Generic 
Packet Tunneling in IPv6 
Specification, 
December 1998. 

Quality of 
Service 

 IETF RFC 2205, Resource 
ReSerVation Protocol 
(RSVP) – Version 1 
Functional Specification, 
September 1997.  

 IETF RFC 2205, Resource 
ReSerVation Protocol 
(RSVP) – Version 1 
Functional Specification, 
September 1997.  

Router 
Requirements 

IETF RFC 1812, 
Requirements for IP 
Version 4 Routers, 
22 June 1995.  

   

User 
Datagram 
Protocol 

IETF Standard 6/RFC 768, 
User Datagram Protocol, 
28 August 1980.  

 IETF Standard 6/RFC 768, 
User Datagram Protocol, 
28 August 1980.  

 

Transmission 
Control 
Protocol 

IETF Standard 7/RFC 793, 
Transmission Control 
Protocol, September 1981. 

 IETF Standard 7/RFC 793, 
Transmission Control 
Protocol, September 1981. 

 

Routers 
 

Remote Access IETF Standard  
8/RFC 854/ RFC 855, 
TELNET Protocol, 
May 1983.  

 IETF Standard  
8/RFC 854/ RFC 855, 
TELNET Protocol, 
May 1983.  
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12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF Standard 13/ 
RFC 1034/RFC 1035, 
Domain Name System, 
November 1987. 

 IETF Standard 13/ 
RFC 1034/RFC 1035 
Domain Name System, 
November 1987. 

 

  IETF RFC 1886, DNS 
Extensions to Support 
IPv6, December 1995. 

 

Domain Name 
System 

  IETF RFC 3152, 
Delegation of IP6.ARPA, 
August 2001. 

 

IETF RFC 951, Bootstrap 
Protocol, September 1985. 

   

IETF RFC 1542, 
Clarifications and 
Extensions for the 
Bootstrap Protocol, 
October 1993. 

   

IETF RFC 2131, Dynamic 
Host Configuration 
Protocol, March 1997.  

  IETF RFC 3315, Dynamic 
Host Configuration 
Protocol for IPv6 
(DHCPv6), July 2003. 

Network 
Configuration 

IETF RFC 2132, DHCP 
Options and BOOTP 
Vendor Extensions, 
March 1997.  
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

TFTP IETF 
Standard 33/RFC 1350, 
The TFTP Protocol 
(Revision 2), July 1992, to 
be used for initialization 
only.  

 

Internet 
Protocol 

IETF Standard 5/RFC 791 
/RFC 950/RFC 919/ 
RFC 922/RFC 792/RFC 
1112, Internet Protocol, 
September 1981. 

 IETF RFC 2460, Internet 
Protocol, Version 6 (IPv6) 
Specification, 
December 1998. 
IETF RFC 2461, Neighbor 
Discovery for IP 
Version 6, (IPv6), 
December 1998. 
IETF RFC 2462, IPv6 
Stateless Address 
Autoconfiguration, 
December 1998.  
IETF RFC 2463, Internet 
Control Message Protocol 
(ICMPv6) for the Internet 
Protocol Version 6 (IPv6) 
Specification, 
December 1998.  
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IPv4 and IPv6 Profiles 
12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF RFC 2236, Internet 
Group Management 
Protocol, Version 2 (IGMP 
v2), November 1997.  

  IETF RFC 2710, Multicast 
Listener Discovery (MLD) 
for IPv6 October 1999. 

IETF RFC 1770, IPv4 
Option for Sender Directed 
Multi-Destination 
Delivery, March 1995. 

   

   IETF RFC 1981, Path 
MTU Discovery for IPv6, 
August 1996. 

 IETF RFC 3513, Internet 
Protocol Version 6 (IPv6) 
Addressing Architecture, 
April 2003. 

 RFC 3587, “IPv6 Global 
Unicast Address Format, 
August 2003. 

Compression  IETF RFC 2507, IP 
Header Compression, 
February 1999.  

 IETF RFC 2507, IP 
Header Compression, 
February 1999.  

Mobility  IETF RFC 2794, Mobile 
IP Network Access 
Identification Extension 
for IPv4, March 2000.  
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

 IETF RFC 3344, IP 
Mobility Support for IPv4, 
August 2002.  

  

Interior 
Routing 

IETF 
Standard 54/RFC 2328, 
Open Shortest Path First 
Routing Version 2, 
April 1998.  

 IETF RFC 2740, OSPF for 
IPv6, December 1999. 

 

IETF RFC 1771, A Border 
Gateway Protocol 4 (BGP-
4), 21 March 1995.  

 IETF RFC 1771, A Border 
Gateway Protocol 4 
(BGP-4), 21 March 1995. 

 

IETF RFC 1772, 
Application of the Border 
Gateway Protocol in the 
Internet, March 1995.  

 IETF RFC 1772, 
Application of the Border 
Gateway Protocol in the 
Internet, March 1995.  

 

  IETF RFC 2545, Use of 
BGP-4 Multiprotocol 
Extensions for IPv6 Inter-
Domain Routing, 
March 1999. 

 

Exterior 
Routing 

  IETF RFC 2858, 
Multiprotocol Extensions 
for BGP-4, June 2000. 
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12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

 IETF RFC 2205, Resource 
ReSerVation Protocol 
(RSVP) – Version 1 
Functional Specification, 
September 1997.  

 IETF RFC 2205, Resource 
ReSerVation Protocol 
(RSVP) – Version 1 
Functional Specification, 
September 1997. 

 IETF RFC 2207, RSVP 
Extensions for IPSEC Data 
Flows, September 1997.  

 IETF RFC 2207, RSVP 
Extensions for IPSEC Data 
Flows, September 1997.  

 IETF RFC 2210, The Use 
of RSVP with IETF 
Integrated services, 
September 1997.  

 IETF RFC 2210, The Use 
of RSVP with IETF 
Integrated services, 
September 1997.  

 IETF RFC 2380, RSVP 
over ATM Implementation 
Requirements, 
August 1998.  

 IETF RFC 2380, RSVP 
over ATM Implementation 
Requirements, 
August 1998.  

 IETF RFC 2474, 
Definition of the 
Differentiated Services 
Field (DS Field) in the 
IPv4 and IPv6 Headers, 
December 1998.  

 IETF RFC 2474, 
Definition of the 
Differentiated Services 
Field (DS Field) in the 
IPv4 and IPv6 Headers, 
December 1998.  

Quality of 
Service 

 IETF RFC 3031, Multi-
protocol Label Switching 
Architecture, 
January 2001. 

 IETF RFC 3031, Multi-
protocol Label Switching 
Architecture, 
January 2001.  
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

 IETF RFC 3168, The 
Addition of Explicit 
Congestion Notification 
(ECN) to IP, 
September 2001. 

 IETF RFC 3168, The 
Addition of Explicit 
Congestion Notification 
(ECN) to IP, 
September 2001. 

 IETF RFC 3175, 
Aggregation of RSVP for 
IPv4 and IPv6 
Reservations, 
September 2001 

 IETF RFC 3175, 
Aggregation of RSVP for 
IPv4 and IPv6 
Reservations, 
September 2001 

IEEE 802.1Q:1998, IEEE 
Standard for Local and 
Metropolitan Area 
Networks: Virtual Bridge 
Local Area Networks. 

 IEEE 802.1Q:1998, IEEE 
Standard for Local and 
Metropolitan Area 
Networks: Virtual Bridge 
Local Area Networks.  

ISO/IEC 15802-3:1998, 
Information technology – 
Telecommunications and 
information exchange 
between systems – Local 
and metropolitan area 
networks – Common 
specifications – Part 3: 
Media Access Control 
(MAC) Bridges.  

 ISO/IEC 15802-3:1998, 
Information technology – 
Telecommunications and 
information exchange 
between systems – Local 
and metropolitan area 
networks – Common 
specifications – Part 3: 
Media Access Control 
(MAC) Bridges.  
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IP over 
Ethernet 

IETF 
Standard 41/RFC 894, 
Standard for the 
Transmission of IP 
Datagrams Over Ethernet 
Networks, April 1984. 

  IETF RFC 2464, 
Transmission of IPv6 
Packets over Ethernet 
Networks, 
December 1998. 

Ethernet 
Address 
Resolution 
Protocol 

IETF 
Standard 37/RFC 826, An 
Ethernet Address 
Resolution Protocol, 
November 1982. 

   

IETF STD 51/RFC 
1661/RFC 1662, 
Point-to-Point 
Protocol (PPP), July 1994. 

 IETF STD 51/RFC 
1661/RFC 1662, PPP, 
July 1994 

 

IETF RFC 1332, PPP 
Internet Protocol Control 
Protocol, May 1992 

  IETF RFC 2472, IP 
Version 6 over PPP, 
December 1998. 

IETF RFC 1570, PPP Link 
Control Protocol 
Extensions, January 1994. 

 IETF RFC 1570, PPP Link 
Control Protocol 
Extensions, January 1994. 

 

Subnetworks 
 

Point-to-Point 

IETF RFC 1989, PPP Link 
Quality Monitoring, 
August 1996. 

 IETF RFC 1989, PPP Link 
Quality Monitoring, 
August 1996. 
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12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF RFC 1994, PPP 
Challenge Handshake 
Authentication Protocol, 
August 1996. 

 IETF RFC 1994, PPP 
Challenge Handshake 
Authentication Protocol, 
August 1996. 

 

 IETF RFC 1990, The PPP 
Multilink Protocol, 
August 1996.  

 IETF RFC 3241, Robust 
Header Compression 
(ROHC) over PPP, 
April 2002. 

 IETF RFC 3241, Robust 
Header Compression 
(ROHC) over PPP, 
April 2002.  

Combat Net 
Radio Network 

MIL-STD-188-220C, 
Interoperability Standard 
for Digital Message 
Transfer Device (DMTD) 
Subsystems, 
22 May 2002.  

   

IP over ISDN IETF RFC 1618, 
PPP over ISDN, May 1994 

 

IP over ATM ATM Forum, 
af-lane-0084.000, Local 
Area Network Emulation 
(LANE) Over ATM Ver 
2.0 – LUNI Spec, 
July 1997 
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System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

ATM Forum, 
af-mpoa-0087.000, Multi-
Protocol over ATM, 
Ver 1.0, July 1997 

   

IETF RFC 2401, Security 
Architecture for the 
Internet Protocol, 
November 1998 

 IETF RFC 2401, Security 
Architecture for the 
Internet Protocol, 
November 1998 

 

IETF RFC 2402, IP 
Authentication Header, 
November 1998 

 IETF RFC 2402, IP 
Authentication Header, 
November 1998 

 

IETF RFC 2404, The Use 
of HMAC-SHA-1-96 
within ESP and AH, 
November 1998 

 IETF RFC 2404, The Use 
of HMAC-SHA-1-96 
within ESP and AH, 
November 1998. 

 

IETF RFC 2406, IP 
Encapsulating Security 
Payload (ESP), 
November 1998. 

 IETF RFC 2406, IP 
Encapsulating Security 
Payload (ESP), 
November 1998 

 

IP Security IPSEC 

IETF RFC 2407, The 
Internet IP Security 
Domain of Interpretation 
for ISAKMP, 
November 1998. 

 IETF RFC 2407, The 
Internet IP Security 
Domain of Interpretation 
for ISAKMP, 
November 1998. 
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12 September 2003 

System Services IPv4 
Mandated 

IPv4 
Emerging 

IPv6 
Mandated 

IPv6 
Emerging 

IETF RFC 2408, Internet 
Security Association and 
Key Management Protocol 
(ISAKMP), 
November 1998. 

 IETF RFC 2408, Internet 
Security Association and 
Key Management Protocol 
(ISAKMP), 
November 1998. 

 

IETF RFC 2409, The 
Internet Key Exchange 
(IKE), November 1998. 

 IETF RFC 2409, The 
Internet Key Exchange 
(IKE), November 1998. 

 

  

 
 
The table above identifies IP related standards for the following Systems. 
 
 

1. Hosts / Operating Systems - Hosts are computers that generally execute application programs on behalf of users and share 
information with other hosts. (This includes both clients and servers) 

 
2. Routers - Networks are made up of subnetworks, and the internetworking (router) elements needed for information transfer. 

This section identifies the standards needed to access certain subnetworks and for routing and interoperability between the 
subnetworks. 

 
3. Subnetworks - This identifies the interface standards needed to access Point-to-Point links, LANs, and WANs used in joint 

environments. 
 

4. IP Security - Security related standards that apply to the hosts and routers. 
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